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ONPEAEJEHUS

B HacrosIeM I0KYMEHTE MCIONB3YIOTCS CIE/IYIOIIHe TEPMUHBI 1 UX OMpe/ie-
JICHHUSL.

ABTOMATH3HPOBAHHASI CHCTEMA — CHCTEMa, COCTOSINAs M3 IepcoHala M
KOMILICKCA CPE/ICTB aBTOMATH3ALUK €ro AEATEIbHOCTH, pealnsyromas uHpopMam-
OHHYIO TEXHOJIOTHIO BBIIIOJIHEHNS YCTAHOBICHHEIX (DYHKIIMIA.

AyTeHTHHKALUS OTIPABUTENS TAHHBIX — NOATBEPXKICHHE TOrO, YTO OT-
IPABUTENb MOTYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

be30NaCHOCTL NEePCOHANBHBIX AAHHBIX — COCTOSIHHE 3aIUIIEHHOCTH 1€pPCOo-
HAJILHBIX JaHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBIO IOJIb30BATENEH, TEXHUYECKUX
CpencTB M MHQOPMALMOHHBIX TEXHOJOTHH 00ecreYnTs KOH(UIEHIMANILHOCTE, Ie-
JIOCTHOCTB M JTOCTYITHOCTH IEPCOHANBHBIX JIAaHHBIX NpU UX oOpaboTke B uH(OpMAaLU-
OHHEBIX CUCTEMAX IICPCOHANILHBIX NAHHBIX.

BnomeTpnqecxne nepcoHaJIbHbIC JaHHbLIE — CBEISHMUS, KOTOPEIC XapaKTepH-
3yI0T (GU3HONIOTHYECKHE OCOOCHHOCTH YeNIOBEeKa W Ha OCHOBE KOTOPBIX MOYHO yCTa-
HOBHUTEL €r0 JINYHOCTB, BKIIOYast poTorpadui, OTHEYaTKH MajblieB, 00pa3 ceT4arku
rj1asa, 0COOEHHOCTH CTPOEHHS TeNa U IPYTYIO MOJ00HY0 HH(POPMALHIO.

bJjlokHpoBaHHe MepCcOHANBHBIX AAHHBIX — BPEMEHHOE Mpekpalienue cbopa,
CUCTEMATU3AlMY, HAKOIUIEHHsA, HCIOJB30BAHHS, PACIPOCTPAHEHUs, MEPCOHANBHBIX
JaHHBIX, B TOM YHCIIE UX MepeJauH. ‘ }
Bupyc (koMnbooTepHbIH, NMPOrpaMMHBIN) — WCNONHIEMBIA IPOrpaMMHEIH
KOJI UM UHTEPIIPETUPYEMBIi Habop HHCprKuI/;&ﬁ, 06J1aﬂa}omtn71 CBOMCTBAMU HECAHK-
IIIOHMPOBAHHOIO PACIPOCTPAaHEHUsI M caMoBocIiponsBeienus. Co3maHHble MyDinKa-
ThI KOMITLIOTEPHOTO BHUPYCa HE BCErZa COBIIAJAIOT C OPUTHMHAIOM, HO COXPaHSIOT
CIIOCOOHOCTH K AallbHeHIIeMY pacpOCTPAHSHHUIO U CAMOBOCIIPOU3BENEHHMIO.

Bpenonocnas mporpamma — nporpaMma, npegHazHadeHHas s OCYILEeCTB-
JIEHWs HECAHKUMOHMPOBAHHOIO JOCTYNA U (MJIM) BO3AEHCTBHS HA IEPCOHAIBLHBIC
IlaHHBIE WK pecypchbl HHHOPMAIHOHHON CHCTEMBI IIEPCOHATBHEIX JAHHBIX.

Benomorarenbnbie TeXHHYECKHE CPEACTBA H CHCTEMbl — TEXHHUYECKUE CPeJi-
CTBA U CUCTEMBI, He IIPeHA3HAUYEHHbIE N5l Iepejadn, o0paboTKi U XpaHeHHs 1epco-
HallbHBLIX JaHHEBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMM U CH-
cTeMaMH, IpeJHa3Ha4eHHBIMU OIS 00paboTKH HepCOHATRHBIX JaHHBIX WM B IIOMe-
LIEHUSIX, B KOTOPBIX YCTAHOBJIEHBl MH(OPMALMOHHBIE CHCTEMBI TEPCOHAIIBHBIX
JIAHHBIX.

HocTynl B onepanMoHHYI0 cpeay KomiibioTepa (HHGOopMalHOHHOM CHCTe-
MbI II€PCOHAIBHBIX JAHHBIX) — IIOJy4YEeHHE BO3MOKHOCTH 3aITycKa Ha BBINOJIHE-
HHE WITAaTHBIX KOMaHJ, (QYHKUMH, [IPOLEAYP ONEpalldOHHON CHCTEeMBI (YHUUTOXKe-
HUS, KONMPOBAHUS, INEpPEeMEILEeHUs U T.I1.), UCHOJHIEMBIX (HaiiyIoB NMPUKIAIHBIX
IIPOTrPaMM.

Hocryn kK MH(pOPMALUH — BO3MOXKHOCTh TOJTy4YeHUs HH(MOPMAIIAN U €€ HUC-
MOJIB30BAHUSL.

3ak1a10uHOe YCTPOMCTBO — 3NIEMEHT CpPe/ICTBA CheMa MH(MOPMALINH, CKPBIT-
HO BHEJPSIEMBIN (3aKJIa/IbIBaeMbIi UM BHOCUMBIN) B MeCTa BO3MOYKHOI'O CheMa UH-
dopmaiu (B TOM YHCIIE B OMPaXICHHE, KOHCTPYKUMIO, 000pydOBaHKe, ITPEeAMEThI
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MHTEPbEPA, TPAHCIIOPTHBIE CPEACTBA, 4 TAKKE B TEXHUYECKUE CPE/ICTBA U CUCTEMBbI
ob6paboTku nHGOpPMaLUH). ‘

Jammmaeman ungopmanus — HHOOPMALS, SBISTOIIASCS MPEIMETOM CO0-
CTBCHHOCTH U IOJUIEKALIAs 3ALUTE B COOTBETCTBUU C TPeOOBAHUSMHI NPABOBBIX 10-
KyMEHTOB MU TPeOOBAHHUAMH, YCTAaHAB/IMBAEMbIMU COOCTBEHHHKOM HH(OPMAITHH.

Hpenradukanus — npucsoenye cyobekram 1 00beKTaM JI0CTyIa HAeHTH(H-
KaTopa ¥ (WJIM) CpaBHEHUE MPEIbIBIIEMOrO HACHTH(UKATOPA C EPEeUHeM TTPHCBO~
eHHBIX UIEHTU(UKATOPOB.

HudopMaTHBHBII CHIHAJ — SIEKTPUYECKHE CUTHAMBI, aKyCTHYECKHE, JIIeK-
TPOMAarHUTHLIE M JApYrue (PU3UYECKHUE IIONs, 110 napameTpaM KOTOPBIX MOXKET OBITh
pacKkpbITa KOH(UACHINAIbHA HHpOpMaLKsl (IIepcoHabHbIE qaHHbIe) obpabarTbiBa-
eMasi B MH(POPMALIMOHHON cUcTeMe TIePCOHATTBHBIX JIaHHBIX.

Hudopmanuonnas cucrema nepcodajabHblx Aanusix (UCIIIH) — nadop-
MallMOHHasd CHUCTEMa, IIPEACTABIIAROIIAA cobou COBOKYITHOC'E NEPCOHATBHBIX OAH-
HBIX, CONEPKAIINXCS B 6a3e AaHHBIX, a TaKkKe UHPOPMALVIOHHBIX TEXHOIOTUN 1 TeX-
HUYECKUX CPEJCTB, MO3BOJIIOLIMX OCYIIECTBIIATE 00pabOTKy TaKWX ITEPCOHAIBHBIX
JAHHBIX C UCIIOJB30BAHHEM CPEACTB aBTOMATH3AllUU WK 0e3 MCIOIb30BAHUS TaKHX
CpeJICTB.

Hugopmanuonnble TEXHOIOMHU — IIPOLECCE], METOIBI MOMCKa, cbopa, Xpa-
HeHusl, 0OpabOTKY, IIPEAOCTABIICHHS], PACTIPOCTPAHEHUsT MH(MDOPMAIMH ¥ CIIOCOOLI
OCYLUECTBJIEHUsI TAKUX MPOLIECCOB K METOIOB.

Hcenonb3oBanue nepcoHabHbIX JAAHHBIX — IeHCTBUA (Omepanuu) ¢ nepco-
HaJIbHBIMU JAaHHBIMH, COBEpIIaeMble ONepaTOPOM B LENSK IPUHSATHS PEIIeHU Wi
COBEpIIEHUS] UHBIX OEHCTBHM, MOPOKAAOIINX IOPHUIHUECKHE IOCIEACTBUS B OTHO-
MIeHUH CyOBeKTa MePCOHANBHBIX NAaHHBIX WM |APYTHX JIUM W60 HHBIM 00pasoMm 3a-
TparuBaroIUX IpaBa U cBOOOBI CyOBEKTa NEPCOHANBHBIX JJAHHBIX WITH JPYTHX JIHII,

Hcrounuk yrposnl 6esonacHocTd HH(pOpPMAaUHH — CyOBEKT JOCTYIIA, MaTe-
PUAJIbHBIA OOBEKT MM (DU3MYECKOE SIBJIEHUE, SBILSIOIINECS IPUYHHON BO3HUKHOBE-
HUS YIpo3bl 0€30IaCHOCTH HH(GOPMAIUH,

KoHnTposmpyemasi 30Ha — [IpOCTPAHCTBO (TEPPUTOPHS, 3AaHKUE, YaCTh 3TaHMs,
NOMELLIEHKE), B KOTOPOM HCKIFOYEHO HEKOHTPOJIUpyeMoe MpeObIBaHKE MTOCTOPOHHUX
JIULI, & TAKXKE TPAHCIIOPTHBIX, TEXHHYECKUX U UHBIX MaTepUasIbHBIX CPEJICTB.

KonduaeHnajJabHOCTb NMEPCOHATBHBIX JAAHHBIX — 00s3aTeIbHOE IS CO-
OJIOIEHHS ONIEPATOPOM WJIM MHBIM IOITYYUBIUUM JIOCTYIT K [1€PCOHAIILHBIM JIAHHBIM
JIMLOM TpeOOBaHKE HE JIOITYCKaTh HX pacrpocTpaHeHue 0es cornacust CyobekTa mep-
COHATBHBIX JIAHHBIX MM HATMIUA MHOTO 3aKOHHOTO OCHOBAHILSL.

Me:zxceTeBOM IKpaH — JIOKAIBHOE (OﬂHOKOMHOHeHrHoe) WA (DYHKINOHATB-
HO-pacIpe/ieNieHHOE IporpaMMHOe  (IIporpaMMHO- armapar) HOG) cpencTBo  (KOM-
IJIEKC), peayIn3yIoliee KOHTPOJIb 32 HH(OpMaIieH, D{OCTyrlaEOH[eI/I B WH(OPMAITUOH-
HYIO CHCTEMY TePCOHATBLHBIX JAHHBIX U (HIIH) BBIXOZ[&II_HC]_/‘I 13 nHGOPMALUOHHOH
CUCTEMBI.

Hapymureas 6e30MacHOCTH MePCOHANBHBIX JAHHBLIX — (QU3UUecKoe JIMUO,
CITy4aliHO WM MpeHAMEPEHHO COBEPILIAIOIIEE IEHCTRUS, CIEACTBUEM KOTOPBIX SIBJISI-
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eTCs HapyleHre Oe30IIacCHOCTH NePCOHAIBHBIX AaHHBIX TIPH X 00paboTKe TeXHHYe-
CKMMHU CpeACTBaMU B MH(POPMALMOHHBIX CUCTEMAX HepCOHaJJ]bHLIX JIAHHBIX.

HeaBToMaTH3MPOBaHHASI 06pPaGOTKA NMepCOHAIbHBIX JAHHBIX — 06paboTKa
IIePCOHANBHBIX JaHHBIX, COACPXKAIIUXCS B HH(bOpM:auHOHH?ﬁ CUCTEME TepCOHAIb-
HBIX JIAHHBIX MO0 HM3BJICUCHHBIX M3 TAKOW CHCTEMBI, CUMTAETCS OCYILECTBICHHOM
0e3 UCIIONB30BaHUS CPEICTB aBTOMATU3AINN (HeaBTOMaqupOBaH:Hon), eCIIH TaKue
JEVICTBUS C TIEPCOHAIBHBIMHU JAHHBIMHU, KaK HCIIONB30BAHME, YTOYHEHHE, PAacIIpo-
CTpaHEeHHe, YHUUTOXEHHE TIePCOHABHBIX JaHHBIX B OTH()H_IT:HI/II/I KaXJ[oro u3 cy0n-
€KTOB NEPCOHABLHBIX JAHHBIX, OCYLIECTBIAIOTCS NPU HEMOCPEICTBEHHOM y4acTHH
YeIoBeKa.

HenexsiapupoBannble BO3MOKHOCTH — (DYHKIHOHANLHEIE BO3MOXKHOCTH
CPECTB BBIYMCIIUTENBEHON TEXHUKH, He OMUCAHHBIE MITA He jCO()TB@TCTByIOHIHe OlU-
CAHHBIM B JOKYMEHTAILUH, TPH HCIIOB30BAHMM KOTOPBIX BO3MOMKHO HADYILICHHE
KOHOHUAECHIMAILHOCTH, JOCTYIIHOCTH WM LEJIOCTHOCTH obpabarhiBaeMoit uHdop-
MalliH.

HecankuuonupoBanubiii JocTyn (HEeCAHKIMOHHPOBAHHLIC NEHCTBHSN) —
JOCTYIN K MH(pOpMaLUK WK JeHCTBUSI ¢ MH(pOpMaLMeii, HapyIIatoline paBuiia pas-
IpaHMYEHMS] TOCTYIIA ¢ UCIIONB30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABIISIEMbBIX MH-
(popMaLMOHHBIMA CUCTEMAMU MEPCOHAIBHBIX JTaHHbIX.

Hocurenr undopmanum — pusnyeckoe JIMLO WK MAaTepUATbHbIN 00BEKT, B
TOM YHCJIe (PU3MYECKOe I10j1e, B KOTOPOM HH(OPMAIINs HAXOMIUT CBOE OTPAKEHUE B
BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PeLIeHHI U MPOLECCOB, KOTHYe-
CTBEHHBIX XapaKTEPUCTUK HU3NIYESCKUX BEITUIHH.

OGesnuuBanne NMepcOHANBLHBIX JAHHBIX — JeHCTBUS, B pe3yibraTe KOTO-
PBIX HEBO3MOXHO OIPEAENTUTh IIPUHAIEKHOCTE IIePCOHANBHBIX JaHHBIX KOHKPET-
HOMY CyOBEKTY MepCOHABHEIX JIAHHBIX.

O6paboTKka NepcoHATBbHBIX JAHHBIX — JeHcTBUA (Ofepalluy) ¢ IepcoHallb-
HBIMU JIJaHHBIMY, BKJIFOUasi cOOp, CUCTEMATHU3alIUIO, HAKOTIJIEHHE, XPaHEHH e, YTOYHe-
Hre (OOHOBJICHME, U3MEHEHHE), UCIIOIb30BaHUE, pachpocTpaHeHue (B TOM 4YHCIIe
epenady), oOe3IMUYMBaHUE, OJIOKMPOBAHHUE, YHHUTOKEHHE TMEepPCOHANBLHBIX IaH-
HBIX.

O6megocTynHple NepcoHaNbHble TaHHbIE — IEPCOHANBHBIE JaHHbIE, HOCTYII
HEOIpaHWYEHHOI'0 Kpyra JHI K KOTOPBIM MTPEAOCTaBIEH C COTachs CyObeKTa mepco-
HaJIbHBIX JIaHHBIX MJIM Ha KOTOPBIE B COOTBETCTBUU C (hefepabHBIMH 3aKOHAMM HE
pacrpocTtpansieTcs TpeboBaHue COOMIONEHHS KOH(DUIEHIUAILHOCTH.

OnepaTop (mepcoHaNBbHBIX AAHHBLIX) — FOCYJAPCTBEHHBINA OpPraH, MyHHUIIH-
HIBHBIM OpraH, OpUAMYECKOe WM (PU3NUECKOe JIMLO, OpraHuzyroiiee U (WiH)
ocyIecTBsolee 00paboTKy MePCOHANTBHBIX JIaHHBIX, & TAKIKE OTIPEJIEIAIOIINE T1e-
1 ¥ cofieprkaHue 00paboTKH MEPCOHANIBHBIX JIaHHBIX.

Texnuveckue cpeacrBa MHPOPMANMOHHON CHCTeMbl NEPCOHATIBLHBIX
JAHHBIX — CPECTBA BLIUMCITUTENBHON TeXHUKU, HHPOPMALIIOHHO-BEIMUCIIUTEIbHBIE
KOMIUTKChI M CETH, CPeACTBA M CHCTEMBI Iepelaud, mpuema u obpabotkn ITJIx

(CpelICTBa N CHCTCMBI 3BYKO3AIIMCH, 3BYKOYCH/ICHI, 3BYKOBOCIIPOU3BCACHMS, TICPC-



FOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBIECHUS, THPAKUPOBAHMS
JOKYMEHTOB M IpyIMe TeXHHYECKHE CpelcTBa 0OpaboTKH pedeBoi, rpaduHeckoi,
BHJI€O- X OYKBEHHO-LIU(PpOBOI HH(pOpMALXK), TPOrPaMMHBIE CPEACTBa (OIepaloH-
HBIE CUCTEMBI, CUCTEMBI YIIPaBJIEHMS Oa3aMi JJAHHBIX U T.I1.), CPEJICTBA 3AIUThI UH-
dopmaryu, npuMeHsieMble B HH(OOPMALIMOHHBIX CUCTEMaX.

ITepexBaT (uHpoOpMANUH) — HETIPABOMEPHOE TMOJydeHHe HHOOPMAIIUA C HC-
MIOJIB30BAHUEM TEXHUYECKOIO CPENCTBa, OCYILIECTBISIOMIEro oOHapyKeHUe, pueM M
00paboTKy HH(DOPMATHUBHBIX CUTHAJIOB.

Ilepconayibuble NaHHBIE — JTF00ast UH(QOPMALMS, OTHOCSINAACS K ONpPeIeNeH-
HOMY WJIH OIpeAeisieMOMY Ha OCHOBAaHHUW Takod WMH(pOpMalUy (U3UYSCKOMY JTHITY
(cyOBeKTy MepCOHANBHEIX JAaHHEIX), B TOM 4HC/Ie ero GaMIIds, UMs, OTYeCTBO, TOJ,
MecsI], JaTa U MECTO POXAeHHs, aapec, CeMeWHOe, COLUalbHOe, HMYIIECTBeHHOE
NnojoXxeHue, o0pazoBaHue, npodeccus, JOX0/bl, Apyras HHGpOPMAIHs.

[ToGouHble 3JIEKTPOMATHUTHBLIE M3JIYUeHHSI H HABOAKH — 3JIEKTPOMATHUT-
HbIe U3IY4YeHUsI TEXHUYECKUX CPeICTB 00paboTKH 3alquniaeMoil WH(OpMaIiu, BO3-
HUKEIOIIHEe KaK MOO0YHOe SIBJICHUE W BbI3BaHHBIC JJICKTPUUECKHMHU CUTHATIAMU, Jei-
CTBYIOIIMMU B UX DJIEKTPUYECKUX M MAarHUTHBIX IETISX, a T&%@Ke JIEKTPOMArHUTHEIE
HABOJ(KU 3THX CHTHAJIOB HA TOKONPOBOAALIME JIMHAY, KOHCTPYKIIUK U LETH TUTAHHS.

[ToINTHKA «YHCTOrO CTOJMA» — KOMILIEKC OpPraHU3aIlMOHHBIX MEpPONPUATH,
KOHTPOJHPYIOIIUX OTCYTCTBUE 3aIIUCHIBAHUSA Ha OYMasKHBIE HOCHTENIN KJIIOUel U aT-
pubyTOB mocTyna (mmapoiieit) u XpaHeHus UX BOJIU3N 0OOBEKTOB JOCTYIIA.

IMosb3oBaTeib HHGPOPMALHOHHONA CHCTEMbI NEPCOHANBHBIX JAHHBIX — U~
110, Y4acTBYIOIlee B (PYHKIIMOHUPOBAHUU MHGOPMALMOHHON CUCTEMBI IIEPCOHAIIBHBIX
IaHHBIX WIN UCIIOJb3YIOMEE PE3yJIBbTATE] €€ QyHKIMOHUPOBAHUS.

IIpaBuna pa3rpaHHyeHUst J0CTYNa — COBOKYNMHOCTHL IPaBUJ, PEriiaMeHTHU-
PYIOUIMX TIpaBa JOCTyNa CyOBbEKTOB JOCTyIla K 00BEeKTaM JIOCTYIIA.

IIporpaMmmMHasi 3akJjaaKa — KOJ{ IPOrpamMMbl, MPeIHAMEpEeHHO BHECEHHBINH B
MPOrpamMMy C LEIbI0 OCYIIECTBUTH YTEUKY, U3MEHHTH, OIOKHPOBATH, YHUYTOXHUTH
HHGOPMAIIMIO WM YHUYTOXUTh M MOJUQHUUMPOBATH IMporpaMMHOe olecledeHue
MHGOPMAIIMOHHON CHCTEMBI MTEPCOHANBHBIX AaHHBIX W (Min) OIOKAPOBATH alllapaTt-
HBIC CpEJ/ICTBA.

IporpammHoe (nIporpaMMHO-MaTeMaTHUYeckoe) Bo3aeHcTBHEe — HECAHKIIH-
OHHPOBAaHHOE BO3/EHCTBHE Ha PECYPCHI aBTomaTnarﬂIpOBaHHc»F MHOOPMAITHOHHON CH-
CTEMBI, OCYIIECTBIIIEMOE C HCIIOIH30BAaHUEM BPEIOHOCHBIX IPOIPaMM.

PacKpbITHE NEPCOHANBHBIX JAHHBIX -+ yMBIHlJ]eHHO't;E: WU coydaifHOe Hapy-
IIIeHHe KOHPUACHIIMATBEHOCTH NePCOHATBHBIX ,a&aHHLIX.

PacnpocrpaHenne NEePCOHANBHBIX AAHHBIX — JICHCTBUSI, HallpaB/IeHHbIE Ha
nepeqady IepCOHANbHBIX AAaHHBIX ONPENeNeHHOMY Kpyry JHI[ (nepegada Hepco-
HAJLHBIX JAHHBIX) WA Ha O3HAKOMJIEHHE C IEPCOHANbHBIMUA TaHHBIMH HEOI'PaHU-
YeHHOT'O Kpyra JIMI, B TOM YHClle 00HApOJI0BaHUE ITEPCOHAIBHBIX JAHHBIX B Cpel-
CTBax MaccOBOH HHG}OpPMAIINH, pasMeleHue B wH(hOPMaLMOHHO-
TeNeKOMMYHHUKAIMOHHBIX CETSX HIH MpPeIOCTaBICHUE J0CTYNa K IIePCOHATBHBIM
JAHHBIM KaKUM-JTHOO WHBIM CITOCOOOM. i



Pecype mHpOpManHOHHONH cHCTEeMbI — UMEHOBAHHBIH 3JIEMEHT CHUCTEMHOIO,
IPUKJIQTHOTO WM allapaTHoro obecredeHus (HYyHKIHMOHHUPOBAHUA MH(OPMAIIMOH-
HOU CHCTEMBI.

Crienua/ibHble KAaTerOpHU MEPCOHAAbLHBIX AAHHBIX — MEPCOHATBHBIC [TaH-
HBIC, Kacaromruecsa paCoBoOn, HAUMOHAJIBHOU TTPHHAONCXKHOCTH, IMMOTUTHYECKUX B3I TS~
TIOB, PETTUTHO3HBIX WIH PUIOCOPCKUX YOSIKACHUM, COCTOSIHUS 3[10POBbsl U HHTUMHOM
KU3HU Cy6’BeKTa NMEPCOHAJIBHBIX JaHHBIX.

CpeacrBa BBIYHCIHTEJBbHOH TEXHHWKH — COBOKYITHOCTH [POrPAMMHBIX H
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CIIOCOOHBIX (PYHKLIHOHHPO-
BaTh CAMOCTOSTENIFHO WJIH B COCTABE JIPYTUX CUCTEM.

Cy0ObekT pocryna (cy0beKT) — JIMLO WM TPOLIeCe, JCACTBHS KOTOPOro pe-
TTITAMEHTUPYIOTCS IPaBUJIaMHU pa3rpaHUUECHUA 10CTYIIA. l(

Texnuueckuii KaHaJX yre4kd HH(POPMALMH — COBOKYITHOCTE HOCUTENIST MH-
(hopmanmu (cpescraa 06paboTKH), (PU3MUECKOH Cpeibl pacnpocTpaHeHus nHpopMa-
THBHOI'O CUIHAJIA U CPELICTB, KOTOPLIMU 00bIBaETCS 3aruiaeMas HHGopMarius.

TpancrpanuuHasi nepejaya MEPCOHANBHBIX JAHHBIX — Iepeiaya Iepco-
HaJIBHBIX AaHHBIX oneparopoM 4Yepe3 ['ocynapcTBenHyio rpanuiyy Poccuiickoit (De-
Jiepalliy OpraHy BIIaCTH MHOCTPAHHOI'O rocyJapcTBa, GU3MYECKOMY HIIN IOpPHINYe-
CKOMY JIMIlY UHOCTPAHHOI'O IOCyAapCTBa.

Yrpo3bl 0e301aCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUI U
(hakTOpOB, CO3/1AIOLIUX OITACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIIE CTyJaitHO-
ro, JIOCTyIa K [1EPCOHAIBHBIM JAHHBIM, PE3YJIETaTOM KOTOPOrO MOYET CTaTh YHU-
YTOKEHHe, HU3MEHeHHe, OJIOKMpOoBaHWe, KOIMpPOBaHHE, pPacIpOCTpaHeHWe Iepco-
HAJTBHBIX JIAHHBIX, & TAKXKe WHBIX HECAHKLMOHMPOBAHHBIX HEHCTBUN IMPpH UX 00pa-
0oTKe B MH(DOPMALMOHHOM CUCTEME MEPCOHATLHBIX JIAHHBIX.

YHnuTOKEHHE NEePCOHANBHBIX JAHHBIX — ICHCTBHS, B PE3yJIbTaTe KOTOPBIX
HEBO3MO)KHO BOCCTAHOBUTE COZEPXAaHUE [IEPCOHANIEHBIX JAaHHBIX B MH(OPMALMOH-
HOM cucTeMe MEePCOHAIBHBIX JaHHBIX WIM B Pe3yJIbTaTe KOTOPBIX YHUUYTOXKAIOTCA
MaTepUaIbHBIE HOCUTEIIN IIEPCOHANIBHBIX JaHHBIX.

VYreuka (3ammuiaeMoii) uHgopManul M0 TeXHHYECKHM KaHAJIaM — He-
KOHTPOJIUpYeMOe pacripocTpaHeHre HHGOPMALUH OT HOCHTENs 3allliiiaeMoi WH-
dhopmaru depe3 GU3HUECKYIO Cpedy 0 TEXHUYECKOTro CpecTBa, OCYIIEeCTBRISIONIe-
ro repexsat nHGpOpPMAIUH.

Yupexaenue — yupexIeHus 34paBOOXpaHeHns], ColManbHoit chepsl, Tpyaa u
3aHSATOCTH.

VA3BHUMOCTb — ¢J1a0OCTh B CPEICTBAX 3AIIUTEI, KOTOPYIO MOXKHO HCIIOIB30-
BATh J/Is1 HAPYILISHHS CHCTEMBI WM COZlepKalieiicst B Hell MHMOPMAIH.

IenocTHOCTL HEGOPMALMHE — CIIOCOOHOCTH CPEJCTBA BEIMUCIUTEILHOA TEX-
HMKU WJIM aBTOMATH3MPOBAHHON CHCTEMBI 00ECIIeYMBATE HEM3MEHHOCTH HH(pOpMA-
IIMH B YCJIOBUSIX CITy4YallHOTO W/WJIH IIPENHAMEPEHHOI'O I/ICKa}[;(.eHI/IH (pazpyluenwust).



OBO3HAYEHUSA U COKPAILITEHU ST

ABC — aHTUBUpYCHEIE CpeCTBa

APM —aBroMaTH3upoBaHHOE paboyuee MecTo

BTCC — BcrioMorarenbHble TEXHUYECKUE CPEICTBA U CUCTEMEI
UCITH — nHpopManmoHHas cHCTeMa NMePCOHATBHBIX [JaHHBIX
K3 — koHTpompyemas 3052

JIBC — nokaJibHast BEIYKCIIUTENbHAS CEeTh

MD — MmexceTeBoi 3KpaH

HC/I — HecaHKIIMOHUPOBAHHBIN JOCTYI

OC — onepaniuoHHas cucrema

[1/11 — nepcoHanbHbIE NaHHBIE

[IMB — nporpammHo-MaTeMaTHYecKoe BO3AeHCTBHE

[10 — nporpamMuoe obecrieueHue

[IDMHWH — nobounsle 371eKTpOMarHuTHEIE U3y YeHHS M HABOAKH
CA3 — cucrema aHan3a 3aUIeHHOCTH

C3U — cpencta 3amuThl HHOOPMALIIH

C3I1/Ix — cucrema (rmoacucTemMa) 3alUThl IEPCOHANBHRIX JAHHBIX
COB — cucrema oOHapy)KeHUs BTOPIKEHUH

TKY U — texuuueckue KaHaIbl yTeUkd HHOPMAaLIH

YBII/IH — yrpo3sl 6€30MacHOCTH MePCOHATBHEIX ,ZLaHH[T)IX



1 O6mue moIoKeHus!

Llensro Hacrosimedt [lonutuky siBisiercs: oOecrevenne 0e30MacHOCTH 00BEKTOB
3ALIUTHl YUPEKICHHUS OT BCEX BUIOB YIpO3, BHEIIHUX U BHYTPEHHHMX, YMBIIUIEHHBIX
W HelpeIHaMEPEeHHBIX, MHHUMU3ALUs yiiepda OoT BO3MOXKHON peanu3aliin yrpos
6esomacuoctu [1/1a (VBIT/1#).

be3onacHocTh NePCOHANBHBIX AaHHBIX AOCTHUIAETCs MyTeM HCKIIOYEHHS He-
CaHKIHOHUPOBAHHOI'0, B TOM YHUCJIE CIIy4aiiHOro, JOCTYIa K epCOHATLHBIM JAHHEIM,
pe3yIbTaTOM KOTOPOI'0 MOXET CTaTh YHHUTOXEHUE, U3MEHEHHE, OJIOKUPOBaHHeE, KO-
NUPOBAHKE, PACTIPOCTPAHEHHE TIEPCOHANBHBIX JAHHBIX, a TAKKe MHBIX HECAHKIHO-
thOBaHHBIX JeNCTBUH.

Nudopmanus 1 cBsizaHHBIE C HeH PeCcypehl JOIKHEI ObITh JOCTYIHEI IS 4BTO-
phsoBaHHblx nonb3oBareneit. JJoMKHO OCYLIECTBASTLCS CBOEBPEMEHHOE OOHApyKe-
Hue U pearuposanue Ha YBIT/IH.

JIOJ’KHO OCYLIECTBIATHCS IPEAOTBPAICHUE MPEIHAMEPEHHBIX HJIH CIIydaii-
HBIX, YACTUYHBIX WM IIOJIHBIX HECAaHKLMOHUPOBAHHBIX MOIMMDHUKAINN WA yHHYTO-
KEHWS JaHHBIX.

| CocTaB 00BEKTOB 3aIUTEI IpezcTasieH B [lepeune mepcoHANbHBIX HAHHBIX,
IOANEKAIMX 3alHUTe.

Cocra UCTI/IH momiexxamux 3ammuTe, rnpeacrapied B Oryere 0 pe3ynpraTtax
NPOBEICHNUS BHYTPEHHEN IPOBEPKH.




2 O0aacrhb aeiicTBUA
TpC6OBaHI/Iﬂ HaCTOHI[[eﬁ HOJIHTI/IKPI paCI'IpOCTpaHXI-OTC}"I Ha BCEX COprI[HI/IKOB
Vypexaenus (WITAaTHBIX, BPEMEHHBIX, Pa00TaIOMMX 10 KOHTPAKTY M T.IL), 8 TaKXe
BCEX NMPOYUX JHIL (TTOAPSTINKY, aYAUTOPHI U T.IL.).



3 Cucrema 3alUTHI MEPCOHAJILHBIX JAHHBIX

CucreMa 3amuTel NepcoHantbHbIX gaHHbIX (C3I[1/IH), cTpouTcs HA OCHOBAHMU:

- Orygera 0 pe3yibTaTax NPOBEJICHUS BHYTPEHHEN IPOBEPKMY;

- [lepeuns nepcoHaIbHbIX JAHHBIX, TIOJUIEKAIIUX 3AIUTE;

- Axra knaccubukarmu MHGOPMAIMOHHON CUCTEMB] TIEPCOHAIIBHEIX JaHHBIX;

- Mozgenu yrpo3 6e3011acHOCTH [1€PCOHAIBHBIX JAHHBIX;

- [lonoxxenus o pasrpaHUueHUM IpaB JoCTyia K o06pabaThiBaeMBIM IIEPCO-
HaJIbHBIM JIAHHBIM; |

- PyxoBomsnmx nokymentoB @CTOK u ®Ch Poccun.

Ha ocHoBaHMU 3TUX NOKYMEHTOB OIIpeJenserTcs HeoOXOMUMEI YpOBEHbL 3a-
wuienHocTy [11H xaxnoit UCIIAn Yupexnenus. Ha ocHoBanuu aHanuza akTyaib-
HBIX yrpo3 6ezonacHocti I1/{H onucanHoro B Mojenn yrpos u Ordera o pesyibra-
Tax IIPOBENEHHs] BHYTPEHHEH IpOBEpPKE, JellaeTcs 3aKII0YeHue 0 HeOOXOIMMOCTU
WCIIOIb30BAHNUA TEXHUYECKHUX CPEACTB U OPTaHH3allMOHHBIX MEPOTIPUITHIH s obec-
nedenus OesonacHoctd 1111 BeiOpanHble HEOOXOAUMbIE MEPOIIPUATHS OTPAKAFOTCS
B [l1aHe MeponpusaTui no obecnevyenuro 3auThl [1J1H.

Hns xaxnpoint CTIIH nomkeH OBITh COCTABIEeH CIIACOK HCITOJIB3YyEeMbIX TeXHH-
YECKUX CPEJCTB 3aIlIUTHI, a TAaK & IPOrpaMMHOT0 OOecTeYeHusI YIACTBYIOLIErO B
obpabdotke [1/IH, Ha Bcex anemenTax MCIT/Ix:

- APM none3oBarenei;

- Cepsepa npusoxeHul;

- CVBJ;

- 'panuna JIBC;

- Kananos nepenaum B ceTd oOUIEro Moiab30BaHUS U ¢HHH) MEXTyHapOAHOTO
oOMeHa, ecnu 110 HuM niepenarorcs [1J]n. \

B 3aBUCUMOCTH OT YpOBHS 3alUUIIEHHOCTU I/][CHI[H‘ U aKTyaJIbHBIX YTPO3,
C3I1/1H MOXET BKIIOYATH CIIeAYIOLINe TEXHUUECKUE CPeJICTRA:
- aHTUBUPYCHBIE CPEACTBA I pabounX CTaHIIUH HOJIBE‘}OBaTeJIeI?'[ Y CEPBEPOB;

- Cpe/ICTBa MEYKCETEBOI0 SKPAaHUPOBAHHA; |

- cpesicTBa KpUNTOrpahu4eckod 3aniuThl MH(GOpMALUK, IPH Tepenade 3ariu-
maeMoi nHGopMaLMU IO KaHajaM CBSI3H.

Tax ke B CIIHUCOK JOJDKHBI OBITh BKTIOYECHBI (YHKIHH 3alUTHl, 00ecreunBae-
Mble LUTATHBIMU cpelcTBamu obpaborku I1/la onepammonnsivu cucremamu (OC),
npukiagabM 11O U crienManbHBIMU KOMILIEKCAMHU, PEATU3YIOUIMMHA CPEACTBA 3allly-
ThI. CriicoK (YHKUUN 3a1IUTEl MOXKET BKIIIOYATh:

- yIIpaBJIeHUE U pa3TpaHUYCHHE AOCTYIIa [10Ib30BaTeleH;

- PETUCTPAIIUIO U YUeT AeHCTBUH ¢ nHpopMalueit;

- - o0ecrne4nBaTh ENOCTHOCTh TaHHBIX;

- - MPOU3BOJUTH OOHAPYKEHUN BTOPIKEHUH.

CHnucoK UCIONIb3YyEeMEIX TEXHUYECKUX Cpe/IcTB oTpakaeTcs B [lnane Meponpu-
ATAYA 110 00ecNeueHHI0 3aIMUThHl IIePCOHANbHAIX AaHHBIX. CIHCOK HCIONIb3YEeMBIX
CPEeJICTB JOJDKEH IOJAJNEPKUBAThCA B aKTyalbHOM cocTosiHuM. [lpu m3ameHeHuu co-
CTaBa TEXHUYECKUX CpeAcTB 3amuThl uinu anementoB WMCII/IH, cooTBercTBYyIOLIHE
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W3MEHEHHS HOJDKHBI OBITH BHECEHbl B CIIMCOK H YTBEP)KIEHBI PYKOBOIMTENEM
YupexIeHus Wi JIMIOM, OTBETCTBEHHBIM 3a ofecneueHue 3amutsl I1JIH.
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4 TpeboBanus k nogcucremam C3I11n
C3I1/1x BkmroyaeT B ce0sl CleyIoIHe MOACHUCTEMBI:
YIPaBJI€HHA JIOCTYIIOM, PETUCTPALMU U YUETa;
obecriedeHust LeJOCTHOCTH U JOCTYITHOCTH;
AHTUBUPYCHOM 3aILUTHI;
MEKCETEBOI0 SKPaHUPOBAHUS;
aHaJIN3a 3allUIIEHHOCTH;
0OHapyKEHMS BTOPIKSHMUIA;
Kpuntorpadguueckoii 3auThl.

[Toncuctemsr C3ITIH uMeOT pasnuyHBIN cbyHKuHOA{aﬂ B 3aBUCHMOCTH OT
kinacca MCI/IH, onpenenennoro B Akte kiaccubukanuy WHOOPMAIMOHHON crcTe-
MBIl _IIePCOHANBHBIX AaHHBIX. CHUCOK cooTBeTCTBHsS QyHKuud moacucrem C3I1n
KJIacCy 3aIllMIIeHHOCTH NpeacTaBieH B [IpunoskeHuu. |

4.1 Iloacueremspl ypaBiieHHs 10CTYIIOM, PErHCTPALMH U Y4YeTa

ITopcucreMa ympaBieHHUsI JOCTYIIOM, PETHCTPAlM M ydeTa IpeJHazHadeHa
IUIs peanu3alyy CIeayonmX QyHKIII:

- UAeHTU(UKAIMK U TTPOBepKa MOJINHHOCTH CyOBEKTOB AOCTYIA MPH BXOZIE B
NCII/IH,

- UIEHTU(UKAlMY TEPMHUHAJOB, Y3JI0OB CETH, KAHAJOB CBS3M, BHELIHUX
YCTPOMCTB IO JIOTHYECKUM HMeHaM;

- WICHTUPUKALIMK IPOrpaMM, TOMOB, KaTajloros, (ainos, 3amdcei, moneh 3a-
IUcel 0 UMEeHaM;

- peructpauuy BxoAa (BbIX0Ja) CyOBEKTOB JOCTYIA B cucTeMy (M3 CHCTEMEI),
nubo perucTpanus 3arpy3kd U HHAUUAIN3AIUKN OTIEPAIlHOHHON CUCTEMBI U €€ 0CTa-
HOBA. | |

- perucTpanyy MOMBITOK JOCTYIa MIPOrPAMMHEIX CPEACTB (IPOrpaMm, poriec-
COB, 3a/1a4, 3aJaHUI ) K 3aIHIaeMbIM daisam;

- PETUCTPALMU TOMBITOK JOCTyHa MPOrpaMMHBIX CPEICTB K TepMUHAIaM, Ka-
HaJlaM CBSI3W, TporpaMMaM, ToMaM, KarajnoraM, (haimam, 3armucsm, IOJsaM 3aIiicei.

[Toncucrema ympaBiaeHUs NOCTYIIOM MOKET ObITh pealM30BaHa ¢ MOMOLIBO
IITaTHEIX cpeacTB oOpadotku [1/1H (onepanuonusix cuctem, npuioxkennit 1 CYB/T).
Tak sxe MoxeT OBITh BHEJAPEHO CIELMATBHOE TeXHUHYECKOe CPENCTBO MM UX KOM-
TUIEKC OCYIIeCTBISIOMNE JOMOIHUTENBHBIE MEPBI N0 AyTeHTH(MUKAIIUMA U KOHTPOJIIO.
Hampumep, npuMeHeHWE eIUHBIX XPaHUIHI YUSTHBIX 3allUCei MMOJIb30BaTeNeil U pe-
TUCTPaIlMOHHON WH(pOpMaliY, UCIIONB30BaHUE OUOMETPHUYECKUX U TEeXHHUYECKHX (C
TIOMOIIBIO AIEKTPOHHBIX IPOIYCKOB) MEP ayTeHTU(UKALIMU U JAPYTHX.

4.2 Tloacucrema oGecrnedeHns HEJOCTHOCTH H JOCTYITHOCTH
[Toncuctema obecrieueHus LEIOCTHOCTH M JOCTYIHOCTH IpefHazHadeHa s
obecriedeHus] LEJIOCTHOCTH M gocTtynHocTu [1JIH, mporpamMMHBIX © armaparHbIX
cpencts MCIIJIH YupexaeHus, a Tak >Xe CpPEACTB 3alllMThI, NPU CIy4dalHONW UK
HaMEPeHHOW MOAU(UKAITIH.
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Ioxcucrema peanusyercs ¢ IIOMOIBIO OPraHU3aAMH PE3EPBHOTO KOITMPOBAHUS
00pabaTbIBa€MBbIX JAHHEIX, & TaK YK€ pe3epBHPOBAHHEM KIIOUEBBIX siemenToB KIC-
[1/1H.

4.3 IloacucreMa AaHTUBHPYCHOM 3AIATHI

[loxcucremMa aHTUBUPYCHOM 3alMTHI NpeaHa3HaueHa Juis obecriedyeHuns: aHTH-
BUPYCHOM 3a1uTh! cepepos U APM nonpzosareneit UCIIn Vupesxerms.

CpencTBa aHTUBUPYCHOM 3allUTHI MPEIHASHAYCHBI IS Pealu3alliy CIeyio-
X GyHKIWN;

- PE3UIEHTHBIN aHTUBUPYCHBIA MOHUTOPHHT;

- QHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-OJIOKUPOBAHUE;

- [ICHTPaJINU30BaHHYIO/yIAJIeHHYIO YCTaHOBKY/[(€HHCTAIIIAIINIO aHTHBHPYCHOTO
IIPOAYKTa, HACTPOUKY, aAMUHUCTPUPOBAHHUE, IIPOCMOTP OTYETOB M CTATHCTHYECKOM
vHbopManuu 1o paboTe MPOAYKTa,

- aBTOMAaTU3UPOBAHHOE OOHOBIEHUE aHTUBUPYCHEBIX 0a3;

- OTpaHHYEeHHe IIpaB I10JIE30BATENsI HA OCTAHOBKY HUCIOIHAEMBIX 3a1a4 U W3-
MEHEHUS HaCTPOEK aHTUBUPYCHOIO MPOrPaMMHOI0 obecredeHus,

- aBTOMAaTUYECKHH 3aIIyCK Cpa3y MOCIE 3arpy3KH ONepallMOHHON CUCTEMEL.

ITogcuctema peanusyeTcs IMyTeM BHEAPEHMS CIELHATBLHOI0 aHTHBUPYCHOTO
rporpaMMHoro ofecrneuenus Ha Bee demenTsl UCTT/IH.

4.4 IToacucrema MexKCeTEeBOIo IKPAHNPOBAHUS

IloncucTeMa MEXCETEBOIO DKPAaHUPOBAHUS MpPeJHA3HAUYeHa ISl peanu3ariu
creyroImux QyHKINH:

- GuIbTpaUUu OTKPBITOro K 3amudpoBaHHOro (3akpeiToro) IP-rpaduka mo
CIIeTYIOIINM apaMeTpam;

- QUKcalMy BO BHYTPEHHHX XXypHanax HHPOPMALUH O MPOXOISIIEM OTKPBI-
TOoM 1 3aKpbITOM [P-Tpaduxe;

- HACHTHQUKALNY U ayTeHTH(UKAIMIO aJIMUHICTPATOPA MEXCETEBOTO HKpaHa
IIPY ero JOKaJIbHBIX 3alpocax Ha NOCTYII,

- perucTpanny Bxoda (BBIXOAA) aJMHHUCTPATOpPA MEXCETEBOTO JKpaHa B CH-
cTeMy (M3 CUCTEMBI) THOO 3arpy3Ky ¥ MHUIHAIM3ALUN CUCTEMBI ¥ €€ POrpPaMMHOr0
OCTaHOBg;

- KOHTPOJIA IIeJIOCTHOCTH CBOEH NpOorpaMMHON U HHGOPMAITMOHHOHN JacTH;

- UIBTpaLUK IAaKeTOB CIIy)KEOHBIX MPOTOKOIOB, CIYXKAIIKX JUIS IHArHO CTHKH
U yIipaBieHUs: paboTOH! CEeTEBBIX YCTPOUCTB;

- QUIBTPALlMM C YYETOM BXOJIHOIO M BBIXOAHOrO CETeBOro nHrepdeiica kak
CPENCTBO MPOBEPKHU IMOAIUHHOCTH CETEBBIX a/IPECOB;

- PEerYCTpaLyy U ydeTa 3alpallliBaeMbIX CEPBUCOB IMPUKIATHOTO YPOBH,

- ONMoKMpOBaHUS JOCTyla HEUIEHTU(DHUIMPOBAHHOIO 00beKTa WM CyObhekTa,
TIOZIMHHOCTH KOTOPOTro IIPH ayTeHTHU(MUKAIMY He MOATBEPIHIach, METONAMH, YCTOM-
YUBBIMH K TIepeXBary;

- KOHTPOJNS 33 CeTeBON AKTHBHOCTHIO NMPUIOKEHUHN ¥ OGHAPYXKEHHS CETEeBBIX
aTax.
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Iloxncucrema peanusyeTcss BHEAPEHUEM [POTrpaMMHO-AIIIIApPaTHRIX KOMILIEKCOB
MEXCETeBOro 3KpaHupoBanus Ha rpanuie JICB, kiaccom He Himke 4,

4.5 lloacuerema aHAJIN3A 3AIMHIIEHHOCTH
IToacucrema anany3a 3alIMIIEHHOCTH, NO/DKHA 00eCeunBaTh BLISBICHMS YSI3-
BUMOCTEH, CBA3aHHBIX ¢ omubkamu B KoHQurypamwmu 110 UCIT/{H, koTopsie MOTIYT
OBITE UCIIOIB30BAHBI HAPYIUUTEIEM JUTISI peaTU3alii aTaKd Ha CUCTEMY.
DyHKIHOHAT MOJCUCTEMBl MOXeT OBITh pealr30BaH [TPOrPAMMHBIMH U IIPO-
IpaMMHO-aIMAPATHBEIMU CPEJICTBAMH.

4.6 Iloacucrema oGHApPYKEHHUN BTOPIKEHHT
IToncucrema oOHapy)KeHHS BTOPYKEHUI, NOIDKHA 00ECIIeYnBaTh BBIABIEHME Ce-
TeBbIX arak Ha ateMeHTsl VICII/IH nmoakmroueHHbIe K ceTsiM OO0IIero Moas30BaHUs U
(W1) MEXTyHApPOIHOro 0OMEHa.
OyHKUMOHAT MOJCUCTEMBI MOXKET OBITh PeaIM30BaH MPOrpaMMHBIMH U ITPO-
rpaMMHO-aMIapaTHEIMUA CPEJICTBAMU.

4.7 Iloacucrema kpunTorpapuyecKoi 3aIMuThI
[Toncucrema kpuntorpad@uyeckoil 3alIMThl MpeaHA3HAUYEHA IS HCKITFOUEHYIS
HC/I x 3ammmaemoit nadopmaruu B VICITIH YupexneHs, npu ee mepeaadu 1o Ka-
HaJlaM CBSI3U ceTed 00IIero NoiIb30BaHUs U (UIH) MEKIYHAPOIHOTro 0OMeHa.
[Toncucrema peanusyercs BHEAPEHUS KpPUNTOTpa@HIECKHX MPOrpaMMHO-
annapaTHbIX KOMIIJIEKCOB.
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5 Hoan3oBarenu UCIL/In

B Konnenuuyu nH(OpMalnoHHOM 6€300aCHOCTH ONpe/ie/ieHEl OCHOBHEIE Kare-
TOPUH I107Ib30BaTelied. Ha OCHOBaHMHM 3THX KaTeropuu AoJKHA OBITH MPOU3BECHA
tunusauus noss3osarenedl YCII/[H, onpeneneH uxX ypoBeHb JOCTYIIA U BO3MOIKHO-
CTH.

B UCI/Ir YupexxneHus MOXXHO BBIIEIUTE CIEAYIOLIHE TPYIIILI I0Ib30BATE-
e, yuacTByromux B obpabotke u xpanenuu [1/1n:

- Anmunuctparopa UCIH;

- AnMuHHCTpaTOpa 0€30MacHOCTH;

- Oneparopa APM;

- AAMUHHUCTpaTOpa CeTH;

- Texnuueckoro crermanicra 1Mo odCIy)KuBaHuKw nepudepuitnoro obopymo-
BaHUS;

- IIporpammucr-paspadoruux UCIT/IH.

JlaHHbIe O rpymnIax Moab30BaTeNsIX, YPOBHE MX JIOCTYIIAa M MHQOPMUPOBAHHO-
CTH JIOJDKeH ObITh oTpakeH B [lonoKeHre 0 pa3rpaHWyueHHH IIpaB JIOCTyIa K o0paba-
THIBAEMBIM I€PCOHATBHEIM /IaHHBIM.

5.1 Aomunuctpatop UCIAn

Anmunuctparop WCII[JH, coTpyaHuk VYupexaeHus, OTBETCTBEHHBIH 3a
HAacTpoWKy, BHeapenue u composoxaenre UCIT/In. ObecrieunBaeT (hyHKIHOHUPO-
BaHWe mojacuctemsl ynpasieHus gocrynom VMCII/H u ynonHOMOYEH OCYIIECTBIATH
IIpeJoCTaBlIeHNEe M pa3rpaHUueHue JOCTyNa KOHeYHOro mosb3oBarels (OmepaTtopa
APM) K sneMeHTaMm XpaHsIUUM NePCOHANbHBIE JIaHHBIE.

Anvunncrtparop MCIT/IH obnafaeT cieLyiomnm YpoBHEM JIOCTYTIa U 3HAHWIA:

- o0rajaeT moJIHOM HHQOpMAaIel 0 CHCTEMHOM M MPUKIAAHOM MIPOrpaMMHOM
odecrieuennu MCI1/IH;

- obyagaeT nojaHoH nH(popManrel 0 TEXHUYECKUX CpeicTBaX U KOH(PUTypaunuu
NCT1/na;

- UMEeT JOCTYIl KO BCEM TEXHHUYECKHUM CpelcTBaM 00paboTku HH(pOpMALUU U
nagaeM UCITIH;

- obamaeT mpaBaMU KOH(MUTYPUPOBAaHUS M aIMUHUCTPATHBHON HAcTpPOHKU
texandeckux cpencts UCII/Ix.

5.2 AnmunucTpaTop 6e30NacHOCTH

AaMuHHECTpaTOp OE30MAaCHOCTH, COTPYAHUK YUpeIeHHUs, OTBETCTBEHHEIH 3a
dyakimonuposanue C3I1/IH, Brmouas o0ciy)KMBaHME M HACTPONKY aJIMUHHUCTpa-
THBHOH, CepBepHON 1 KIIMEHTCKOW KOMIIOHEHT.

AIMUHHCTpaTop 0e30TacHOCTH o0Jafaer CleIyllUM YPOBHEM JOCTYyIa U
3HAHUN: |

- obnamaet npaBamu Aamunuctparopa MCITx; |

- obnamaeT nonHo# waGopManmeit o6 UCTI]1x; ‘

- UMeeT JIOCTYM K CpeJICTBaM 3alUThl MHGOPMAUK U MPOTOKOIUPOBAHUSA U K
yacTH KitoueBhIX oitemenToB CI1/H;

- He UMeEET IIpaB JOCTyIa K KOHGUTYPUPOBAHHIO TEXHUYECKUX CPEACTB CETH 3a
UCKIIOYEHHEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX).
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AnmuHUCTpaTOp 6€30MACHOCTH YIIOJTHOMOYEH:

- pealn30BbIBATh NIOJUTUKY Oe3omacHoCTU B yacTu Hactpoitku CK3U, mexce-
TEBBIX DKPAHOB M CUCTEM OOHApy>KeHHUS aTak, B COOTBETCTBUU C KOTOPLIMH I10JIB30-
Batenb (Oneparop APM) nomydaer Bo3MOXHOCTE paboTats ¢ sneMmenTamu MCIT/IH;

- OCYIIECTBIISTE ayTUT CPECTB 3aIIHUTEI,

- YCTaHaBIMBAaThL JOBEPUTENIbHBIE OTHOLLEHUS CBOEH 3AINUINEHHON CeTH C ce-
TSAMU IPYTUX Y UPEKICHUI.

5.3 loab3oBateib APM

ITone3zoBatens APM, coTpyaHUK YdpexIeHus, OCyUEeCTBISONMi 00paboTKy
ITdH. O6pabotka T1/IH BKIIOYaeT: BO3MOXHOCTE Ipocmotpa [1JIH, pyuHoi BBO.X
[T B cuctemy MCII/{H, ¢dopMupoBaHue CIpaBOK W OTYETOB 110 WHPOPMALMH, 110~
nyderHou 3 MCIT/I. ITonpzoBarens He UMeeT MOJIHOMOYHE JUIsl YIPaBIeHUs T0ACH-
cremamu oOpaboTku manasix 1 C3I1/14H.

[Tonbzoarens MCIT/IH obnanaer caeaylomuM ypOBHEM JOCTYIIA M 3HAHUN:

- o0jazaeT BceMU HEOOXOAUMBIMH aTpubyTaMu (Hampumep, napojem), obdec-
NEYNUBAOIMMHA JOCTYI K HEKOTOpOoMY IToaMHOKecTBY [1]1H;

- pacronaraeT KOH(GUIeHIUATHFHBIMH JAHHBIMH, K KOTOPBIM KIMEET JOCTYII.

5.4 AIMUHHCTPATOP CETH

AJIMUHHUCTPATOP CETH, COTPYJHHUK YHUPEIKIEeHUs, OTBETCTBEHHBIN 32 GYHKIIMO-
HUPOBAHUE TEIeKOMMYyHUKalMoHHONW noxacuctembl MCII/[Jn, AIMuUHHUCTpaTOp CeTU
HE MMeeT MOJTHOMOYHMI [JIsl yIpaB/IeHUs IoJcHcTeMaMu o0paboTKU TaHHBIX U Oe3-
OMaCHOCTH.

AnMuHHCTpATOp ceTH 00J1aaeT CIelyIOIMM YPOBHEM JOCTYyIla U 3HAHUN:

- obmagaeT 4acTei0 HHGOPMALUK O CUCTEMHOM H NMPHKJIAAHOM IIPOTPaMMHOM
obecneuenuu VCI1/IH;

- 06maiaeT 4acThio MH(OPMAIMH O TEXHUYECKUX CPeIcTBaX W KOHMUTYpaLUH
NCTTdH;

- ©MeeT (U3UIECKUAN JOCTYI K TEeXHUYECKHM cpercTBaM oOpaboTku mH(pOp-
MaIlH{ U CPeJICTBaM 3allUThI;

- 3HaeT, 10 MEeHBINEeH Mepe, OHO JerajJbHoe UMS JOCTYIIA.

5.5 TexHUYECKHH ClIENUAJIUCT MO 00C/AYKNBAHHUIO :l‘]{epn(bepnﬁﬂoro
obopyaoBanust

Texuu4ecku# CHENUANUCT IO O0CIY)KUBAHUIO, COTPYIHVK YUPEKICHUS,
OCYIIECTBIIsSIET OOCTy>KWBaHWE W HACTpOWKy mepudepuitHoro obopynosanus WC-
[T, Texuudeckuil CIENHUANNCT MO OOCIYXKUBaHMIO He umeeT poctyna K [1[IH, He
HUMeET MMOJTHOMOYHUH TSl YIpaBieHUsl NOJACUCTeMaMu 00paboTK JaHHBIX U Oezomnac-
HOCTH.

TeXHUIeCKUN CITeNUAIIACT MO 00CITY KUBAHUIO o6na,uae§'r CHEeAYIOIINM YPOBHEM
JIOCTYTIa ¥ 3HAHUM: ‘

- o0aaeT 9acTeio HHQOPMALNK O CUCTEMHOM M NPUKIAIHOM IPOrpaMMHOM
obecneuennu UCI1/IH;
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- o0naiaeT yacThio UH(OPMAIMKM O TEXHUYECKHUX CPENCTBAX U KOHQUTYPaLUu
WCT1dx;
- 3HaeT, [10 MeHbIlel Mepe, O/IHO JIeralibHOEe UM JI0CTYIIA.

5.6 llporpammucT-paspadorunx UCIIn

IIporpamMmuctel-pa3zpaboTuuky (MOCTABIIMKK) TPHKIAIHOTO IIPOrPaAMMHOTO
obecneueHus, obecrnevnBaroIIye ero COMpPOBOKIAEHNE Ha 3aluinaeMoM oonekTe. K
JIAHHOM I'pyIIIe MOI'YT OTHOCHUTBHCS KaK COTPYAHHUKUA YUPEKICHUs, TaKk U COTPYIHHU-
KW CTOPOHHUX OpraHu3alyii.

JInto 3ToM KaTeropun:

- obnagaer undopmanueit 06 anroputMax M Iporpammax o6paboTku HHPOP-
maruu Ha UCTT/1H;

- obnamaeT BO3MOXKHOCTSIMHU BHECEHUS OIIMOOK, HeNeKIapHpOBAHHBIX BO3-
MOXHOCTeH, IIPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX IPOTpamMM B MPOrpaMMHOE
obecnieuenue MICIT/Ia Ha cranuu ee pa3pabOTKH, BHEIPEHMS U COTIPOBOXICHIS,

- MOXKET pacnonaraTbh JHObIMH (QparMeHTaMu HH(GOPMAlMKA O TOIOJOTUH
WCTIIH 1 TeXHUYEeCKUX cpencTax obpabortku u 3amutsl [1/H, 06pabaTeiBaeMBIX B
NCTIOn.
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6 TpeboBaHus k nepconasy no obecnevennio 3amutol I1/n

Bece corpymuuku  VYupexnaenus, sBistoumecs: rosibzoBarenamu  MCIT/Ix,
JIOJDKHBL YETKO 3HATh U CTPOIrO BBHIIOJHATE YCTAHOBIEHHbIE TIPABIIIA U 00S3aHHOCTH
10 JOCTYIy K 3allUIIaeMbIM 00bEKTaM U COOMIOIEHUIO MPUHATOrO pexxumMa Hesormac-
Hoctu [I/IH.

Ilpy BCTYIIEHHMHM B JOJDKHOCTE HOBOIO COTPYIHHUKA HEIOCPEHACTBEHHbIH
Ha4YalbHUK IIOJpa3/ie/ieHHs, B KOTOpOe OH IOCTYyNaeT, 00s3aH OpPraHW30BaTh €ro
O3HAaKOMIJIEHHE C JOJDKHOCTHOM MHCTPYKIMEH M HeoOXOJUMBLIMU JOKYMEHTaMH, pe-
IITaMeHTHpyoIUMHU TpeboBanus no 3amure [1/{n, a Takke 06ydenne HaBLIKAM BbI-
TIOJIHEHUs] NpOLEeRyp, HEOOXOAWMBIX JUIA CAHKIHOHUPOBAHHOIO MCIONE30BaAHMS
NCTIn.

CoTpyaHUK HoJIXKeH OBITh O3HAKOMJIEH CO CBemeHusMH HacTosmed [Tomuruky,
NPUHATHIX pouenyp padotsl ¢ anementamu UCITIn u C3I1/]H.

CoTpyHUKH YUpexJeHUs, UCIOJb3YIOLIHe TeXHUYECKHe CPeliCTBa ayTeHTH-
(GuKanuu, NOJDKHBI O0ECIEeYHBATH COXPAHHOCTb UIEHTU(DUKATOPOB (2JIEKTPOHHBIX
Kmoueit) u He nonyckats HCJI k HuM, a Tak k€ BO3MOKHOCTh UX YT€PH KK HCIOIb-
30BaHUS TPEeTbUMU NIHLAMHU. [lonb3oBaTeny HecyT NMepCcoHaIbHYK OTBETCTBEHHOCTH
32 COXPaHHOCTb UJICHTU(HHUKATOPOB.

CoTpyaHuku YupexIeHus NODKHBI CIEN0BaTh YCTAHOBIEHHBIM IIpOIelypam
nognepxaHus pexuma 6esonacHoctu ITJIH npu BbIGOpe W KCHONBE30BAHUK MAPOIIEi
(ecnu He UCMOMB3YIOTCS TEXHUUECKUE CPEJICTBA ayTEHTU(DHKALIUK ).

CoTpyaHHUKH YdpexaeHUs! JOJDKHBI 00e¢TIeunBaTh Ha lIeKAIIYIO 3aIUTy 000-
PyZIOBaHHUsA, OCTaBJIIEMOro Oe3 IPUCMOTpa, OCOOCHHO B TEX CIIydasX, KOrja B ITOMe-
IEHHE UMEIOT JOCTYII IOCTOPOHHME ulla. Bee monp3oBareny JOJKHEI 3HATH Tpeho-
BaHUSA 1Mo Oe3omacHocTH I1/IH U mpoueayph! 3§H1HTLI 000pyI0BaHUsI, OCTABJICHHOTO
0e3 prucMoTpa, a TaKXKe CBOM 00S3aHHOCTH 110 |(00€CTIeUSHIIO TaKOM 3aINTEL

CoTpyAHHKaM 3ampelnaeTcs YCTaHaBMBaTh IIOCTOPOHHEE MPOrPaMMHOE
o0ecnevueHune, IOAKIIOYATh JIUYHBIe MOOMIIBHBIE YCTPOMCTBA B HOCHUTENIN HH(OpMAa-
IIUH, & TaK K€ 3alMChIBaTh HAa HUX 3alllUIIaeMyt0 HHMOPMAIIHIO.

CoTpy[HHKaAM 3alpellaeTcs pasriamarh 3alldiiaeMyro HH(GOpManuoo, KOTo-
pas cTajla UM U3BECTHA IIpHU paboTe ¢ HHPOPMAIIMOHHBEIME CHCTEMaMi Y upeskIeHus,
TPETHUM JTULIAM.

ITpu pabote ¢ [1/In 8 UCIIAH coTpyauuku YupexaeHus obs3anbl 00ecneyuTh
OTCYTCTBHE BO3MOXHOCTH IpocMoTpa II/lu TpeTeumu nuiamu ¢ MoHutopo APM
WA TEPMHUHAJIOB.

[Tpu 3aBepienun padotsl ¢ UCII/lH coTpymauku o6s3anbl 3aumTuTh APM
WA TePMHUHAIBI C MOMOIIBI0 OIOKUPOBKM KIIFOYOM HIIM 3KBHBAJIEHTHOTO CPEACTBA
KOHTPOJIS, HallpuMep, AOCTYIIOM II0 IapoJIio, EC/IM HE UCIONL3YIoTCH Oonee CUbHBIe
CpeJIcTBa 3aIlIUTHI.

CoTpyIHUKH YUpexJeHUs HNOJUKHBI ObITh MpouH(OpMHUPOBAHBEI 00 yrposax
HapylleHus: pexuma 6esomacHocTH [1/[H M OTBEeTCTBEHHOCTH 3a €ro HapylleHHe.
OHE JO/KHBI OBITH O3HAKOMJIEHBI C YTBEPXKAEHHOH QopmalbHOi Ipomemsypo
HAJIOKEHHS JNUCIUIUIMHAPHBIX B3BICKAHUH HA COTPYAHHMKOB, KOTOpbIE HapyIIWIN
[PUHATHIE IIOUTHKY U MPOIeAyphl Oe3onacHoctu [1/1H. |
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CorpynHuku o6s3aHbl 6e3 IpomejyieHrs coobinaTe 060 BeeX HAGIIOMaeMBIX
AU TIONO3PpHUTENBHEIX ciay4asx padorel MCII/AH, Morymux noBneds 3a co6oi yrpo3bl
6esomacHocTy [1/IH, a TakKe O BBISBICHHBIX MMH COOBITHSX, 3aTPArdBalOLIMX 0e3-
onacHocTh I1JIH, pyKOBOACTBY MOApa3NeNeHNs U JIUILY, OTBEUAIOIIEeMY 38 HEMeIJIeH-
HOE pearnpoBaHue Ha yrpossl 6e3onacHoctu [1/TH.
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7 JoaxxuocTHbIe 00si3aHHOCTH NoJib3oBareieit UCI An
JomkHOCTHEIE 00s13aHHOCTH Nonb3oBaTenelt MICIT/IH omucadsl B ClieIyIOMIMX
JIOKYMEHTAaxX:
- Unctpykmus agmunuctparopa UCIT a;
- Uucrpykuus agmunucrpaTopa 6esonacuaoctr MCIT/Iu;
- Mucrpykuus noss3osaress VCIT/IH;
- HCTPYKINUS 110JIE30BATEIISI NPU BO3HUKHOBEHUH BHEIUTATHLIX CATYAIIMN.
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8 OrBercrBennocTs coTpynaukoB UCIIIu Yupexaenus

B coorsercTBrn co cT. 24 DenepansHoro 3akona Poceuiickoit ®Genepaiyu ot
27 monsa 2006 r. Ne 152-03 «O nepcoHanbHbIX AAaHHBIX) JIKIA, BAHOBHBIE B Hapy-
meHun TpeboBanuil AanHoro denepanbHOro 3aK0Ha, HECYT IPaXIAaHCKYIO, YIOJIOB-
HYI0, aIMUHUCTPAaTUBHYIO, JUCUUIIMHAPHYIO U UHYIO IIPEIYCMOTPEHHYIO 3aKOHO/[a-
TenbcTBOM Poccuiickoit Denepannu OTBETCTBEHHOCTS.

HeticTByromee 3akoHonaTenbcTBO PO no3BosnsieT npeAbsBIsaTs TPeOOBAHMUS TI0
obeciteueHuio Oe3omacHo! paboThl ¢ 3amuiaeMol HHGOpPMaLUell U mpeaycMaTpu-
BaeT OTBETCTBEHHOCTH 3a HapylIeHHe YCTAHOBJICHHBIX ITpaBu sKkciyatauuu 9BM u
CHCTEM, HETPaBOMEPHBIA JOCTYN K HMH(POPMALMM, €CIU ATH [NSHCTBUSI TPUBEIH K
YHUUTOXEHHUIO, OJIOKUPOBAHHUIO, MOAU(PUKALNKM HHPOPMALKMM WX HApYLIEHUIO pa-
6o1e1 OBM unu cereit (crateu 272,273 u 274 YK POD).

Anmvunuctparop UCITJH u anmurucTpaTop 6€30MacHOCTH HECYT OTBETCTBEH-
HOCTbH 32 BCe JIeCTBUS, COBEPILEHHBIE OT UMEHHM UX YUeTHBIX 3aIuceil Uik CUcTeM-
HBIX YYETHBIX 3aIlucell, ecii He 10KazaH (pakT HeCaHKIMOHUPOBAHHOTO MCIOIB30Ba-
HUS YYeTHBIX 3arucei.

IIpu HapyuieHUsX COTpyIHUKaMU YupexpaeHus — rmosns3osareneit WCII/Ix
npaBull, CBsI3aHHBIX ¢ Oe3omacHocThio [1/[H, OHM HecyT OTBETCTBEHHOCTBH, YCTAHOB-
JICHHYIO JIeMCTBYIOINM 3aKkoHoAaTenscTBoM Poccuiickoit Denepaliuu.

[IpuBeneHHble BhIlle TPeOOBAHMS HOPMATUBHBIX AOKYMEHTOB IO 3aIlUTE HH-
dopmanuu NODKHBEI ObITh OoTpakensl B [lonoxkeHnusx o noapasfencHusx Yupexnie-
HHd, ocymecTsisromux oopabotky I1/{an B MCII/In 1 1oJDKHOCTHBIX MHCTPYKLUAX
COTPYAHUKOB YUpPEKICHUS.

Heobxomumo BHecTd B llosioskeHUst O mompa3mecHusX YupexaeHus, ocy-
mectBisomux obpadorky [TIn B MCITH cBeneHust 00 OTBETCTBEHHOCTH UX PYKO-
BOJIMTENIE M COTPYIHHKOB 3a pasriallleHHe U HeCaHKUHOHWPOBAHHYIO MOAM(UKA-
o (uckaxenue, panscudukanuio) 11/1H, a Takke 3a HenpaBoMepHOE BMeIATE b~
CTBO B MPOLIECCHI UX ABTOMATU3UPOBAHHON 00pabOTKH.
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